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Current Scams

&

The Need for an Awareness Program



© 2 0 1 9  - W or k i ng t ogether  t o m a k e t h e w or l d cy ber  sa fe – w w w .L e a r n Se c ur i t y .o r g



© 2 0 1 9  - W or k i ng t ogether  t o m a k e t h e w or l d cy ber  sa fe – w w w .L e a r n Se c ur i t y .o r g



© 2 0 1 9  - W or k i ng t ogether  t o m a k e t h e w or l d cy ber  sa fe – w w w .L e a r n Se c ur i t y .o r g



© 2 0 1 9  - W or k i ng t ogether  t o m a k e t h e w or l d cy ber  sa fe – w w w .L e a r n Se c ur i t y .o r g



© 2 0 1 9  - W or k i ng t ogether  t o m a k e t h e w or l d cy ber  sa fe – w w w .L e a r n Se c ur i t y .o r g



© 2 0 1 9  - W or k i ng t ogether  t o m a k e t h e w or l d cy ber  sa fe – w w w .L e a r n Se c ur i t y .o r g



© 2 0 1 9  - W or k i ng t ogether  t o m a k e t h e w or l d cy ber  sa fe – w w w .L e a r n Se c ur i t y .o r g



© 2 0 1 9  - W or k i ng t ogether  t o m a k e t h e w or l d cy ber  sa fe – w w w .L e a r n Se c ur i t y .o r g



© 2 0 1 9  - W or k i ng t ogether  t o m a k e t h e w or l d cy ber  sa fe – w w w .L e a r n Se c ur i t y .o r g

https://www.govinfosecurity.com/report-lapd-data-breach-exposes-2500-officer-records-a-12856
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https://www.ic3.gov/media/2018/180712.aspx
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https://www.ic3.gov/media/2018/180918.aspx
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https://www.ic3.gov/media/2018/180328.aspx
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https://www.ic3.gov/media/2018/180221.aspx
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https://www.databreachtoday.com/business-email-compromise-schemes-most-seek-wire-transfers-a-11452
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https://securityboulevard.com/2019/07/business-email-compromise-continues-to-plague/

The Financial Crimes Enforcement Network (FinCEN) reports that criminals continue to be extraordinarily well-paid. 
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https://www.komando.com/happening-now/494919/new-clever-bank-phishing-

scam-is-spreading-and-its-duping-even-the-experts
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http://www.learnsecurity.org/single-post/2019/04/08/New-Scams-April-2019
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https://support.apple.com/itunes-gift-card-scams
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https://www.itprotoday.com/network-security/employee-security-training-worth-it

“Research from Spiceworks has found that employee training 

tools are one of the most effective ways for smaller 

businesses to improve security, especially from a cost 

perspective.”
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“According to a recent federal court decision, an employee who is tricked 
into sharing personal information in response to a phishing e-mail can be 
seen as committing an intentional disclosure under North Carolina’s Identity 
Theft Protection Act. As a result, the employer could face treble damages for 
the employee’s mistake.”
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https://www.verizonenterprise.com/verizon-insights-lab/dbir/



© 2 0 1 9  - W or k i ng t ogether  t o m a k e t h e w or l d cy ber  sa fe – w w w .L e a r n Se c ur i t y .o r g

Phishing

Vishing

Spear Phishing

Whaling
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